Yunekc

[Mpnpyyasa canTol

Hunkonan Cnapes
Pa3paboTtumnk nHtepdemncos

A.Cy660THMK, HoBOCMBUPCK, 19 HOs6pA 2011 roaa



dopmynnpoBKa 3a434M

* EcTb NpOX3BOIbHAA CTPAHULLA
B MHTEpHeTe

* HeobxoaMmMo Ha HEW YTO-TO NOKa3aTb



BebBun3op

Anpexc

Beb6-aHanuTuka Ans noBbILLEHUA
3P eKTMBHOCTH BaLLEro cainta

Angexc.Merpuka — emamuﬁ WHCTPYMEHT ANA
NoBLIWENHNA KOHBEPCHM CailTa. Habmopaiire

33 KMONEBLIMK NOKa3aTenami IBGeKTHBHOCTH CailTa,
1 SHANU3MPYNTE NOBEAEHKE NOCETHTENEN, OyeHKBaNTe
OTA3NY OT PEKNAMHBIX KAMNAHWK.
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TepmuHonoruna

e CTpaHMUQ, Ha KOTOPOI NOKa3blBaem
NlaHHble — cMpaHUUa-x*epmea.

e Haw cKpunT, NOAK/tO4aEMbIN Ha
CTPAHULY-KEePTBY — 8UPYC.



virus.js




[loarpy3ka ckpunra

KaK 3a4eTEeKTUTb PEXKNM NPUNOKEHUSA?

* [lpu3Hak B GET napameTpax
* [lpu3HaK BHYTpM #hash

* [lpu3HaK B window.name



[loarpyska CKpunra
Kak 3agatb window.name?

window.open('http://site.ru/', 'MyName');
<a href='http://site.ru/' target="MyName'>link</a>

<iframe src="http://site.ru/' name='MyName'></iframe>



[loarpysKa CKpunTa

Kakon CKpUNT rpy3mnTb?

* HecKoNbKo NPpUNOXHKEHUM
* HecKo/1bKO noKanewu

e 3arpy3Kka dev-Bepcuu



[loarpyska CKpunra

YKa3aHue NyTu K CKpunTty

* B GET napameTtpax
e B #hash

e B window.name

O6a3aTe/IbHO NPOBEPUTL HA KOPPEKTHOCTD!
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[loarpyska CKpunra

var s = document.createElement ('script');

s.type = 'text/javascript';

s.src = scriptUrl;

var head = document.getElementsByTagName ('head') [0];

head.insertBefore (s, head.firstChild);
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[Mpobnembl

 Obuee npocTtpaHcTBO JavaScript
e O6wmm CSS
e O6bwum DOM
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[loarpyska CKpunra

< _document.createElement ('script');
s.type = 'text/Nyascript';

s.src = scriptUrl;

var head = doc nt.getElementsByTa me ("head') [0];

sertBefore (s, head.firstChild):;
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Co3paém iframe

var div = document.createElement ('div');

div.innerHTML = '<iframe name="MyName"
allowtransparency="true" frameborder="0"></

iframe>"';
var 1frame = div.firstChild;

document.body.appendChild (iframe) ;
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Mogkntovyaem ckpunt B iframe

var 1frameDoc = i1frame.contentWindow.document;
1frameDoc.open() ;

iframeDoc.write ('<!doctype html>");
1frameDoc.write ('<html><head>");

1frameDoc.write ('<meta http-equiv="X-UA-
Compatible" content="IE=EmulateIE7" />');
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Mogkntovyaem ckpunt B iframe

iframeDoc.write ('</head><body>") ;

1frameDoc.write ('<script src="' + scriptPath +
'"></script>");

iframeDoc.write ('</body></html>") ;

iframeDoc.close () ;
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J10CTOMHCTBA
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[TOIHOCTbIO U30AMPOBAHHbIN JavaScript
YacTUYHO n3onmpoBaHHbIN CSS

YacTnU4HO nsonmposBaHHbi DOM



HenoCcTaTKu

e (SS BCé ewWweé YyacTUYHO 0O KU
e DOM Bcé eweé yacTU4YHO 0OLWUM

* WNHTepdeunc B ubpemme orpaHnM4eH pamKamu
nppenma
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J10CTOMHCTBA

* [lonHocTblo n3onmnposaHbl M JavaScript, n CSS,
n DOM.

boHYyC

 CalT NpeBpaTUACA B CKPUHLLOT
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Eweé npobnembl

ObuweHne c poaAHbIM CEPBEPOM

 JSONP
 KpoccaomeHHbln XMLHttpRequest

[Mhoxo?
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Eweé npobnembl

 HeBO3MOMKHO KOHTPO/IMPOBATbL NpoL,.ecc
3arpysKu NPUNOXKeHun
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Eweé npobnembl

* HeBO3MOXXHO Nepesarpy3nTb Nccneayemyto
CTpaHuLy 6e3 nepesarpyskmn nHtepdemnca
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KpoccaomeHHoOe obleHune

targetWin.postMessage ('message', '*');
window.onmessage = function (message) {

//
by

postMessage B |[E cMHXpOHHa!
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... HO

* CTpaHunua, BbiNpbirMeatowas s ppenma,
BbINPbIFHET U3 HALWWEro NPUNOXKEHMUS.

* |E He mnapwe 8- Bepcumn
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Pe3rome

NneanbHOro BapmaHTta HeT!
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